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Yokogawa is engaged with customers in securing their OT system 
from cyber-attacks. We started with basic cyber security covering 
plant endpoint solutions like Antivirus, Patch Management, 
Domain controllers, Backup and Network monitoring. With the 
evolution of technology and co-existence of higher security threats 
we were required to enhance the cyber security systems with 
the latest technologies, one of the major requirements identified 
from customers was to manage the compliance & vulnerability 
requirements for adhering to the industrial standards specific to 
each country.
Security Monitoring, Log Management and Compliance solutions 
are required to achieve enhanced plant security. Yokogawa in 
collaboration with solution providers moved one step ahead to 
secure OT systems with the latest technologies.
Based on product evaluation and customer recommendations, 
OT systems will integrate to IT system as per below typical 
architecture.

Typical Architecture

Solution for Cyber Security Compliance 
and Vulnerability Management

Compliance Management Solution
Auditing the configurations of OT systems and monitoring 
changes in those configurations is critical to reducing security 
risk and achieving compliance. Compliance Manager automates 
configuration auditing, change monitoring and configuration 
compliance processes, providing the industry’s clearest picture of 
system configurations and the compliance impact of configuration 
changes.
• Discovers all OT systems – servers, desktops, laptops, routers, 

switches, firewalls.
• Collects detailed configuration information from each system
• Compares the configurations with established benchmarks and 

baselines
• Provides customizable reporting for monitoring and regulatory 

purposes
Compliance Manager continuously audits each system’s 
configuration and the changes made to these configurations for 
compliance with the relevant policies. The typical solution includes 
a rich library of policies based on standards and benchmarks 
from NIST, CIS and Microsoft. Also included are policies for 
specific regulations such as PCI, Sarbanes-Oxley, HIPAA, FDCC 
and NERC.

Compliance Management Solution consists 
of Three main components:
1. Compliance Management Server
The management server coordinates the activities of the Scan 
Engine, analyzes the data they provide, and undertakes any 
enforcement actions that are required. The management server 
is one component of the overall management tier and requires 
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an associated database server for storage. It is the management 
server that controls the scanning schedule and that detects when 
an event-driven scan needs to be initiated. The management 
server is also the only CCM component that is allowed to access 
the database.
2. Database Server
The database server stores all the information associated with 
Compliance Manager.
• Network inventory information
• Asset configuration information
• CCM configuration data
3. Compliance Scan Engine
The Scan Engine shall be an agentless network scanning 
component that operates continuously. It conducts the continuous 
inventory scanning and the agentless asset configuration scanning 
described above. The Scan Engine executes its active scanning 
by allocating tasks from a task pool as the scanning schedule and 
event stream require.
Vulnerability Management Solution
Vulnerability management is the process of identifying, evaluating, 
treating, and reporting on security vulnerabilities in systems and 
the software that runs on them. This is implemented along with 
other security tactics which is vital for organizations to prioritize 
possible threats and minimize their “attack surface.”
Security vulnerabilities, in turn, refer to technological weaknesses 
that allow attackers to compromise a product and the information 
it holds. This process needs to be performed continuously in order 
to keep up with new systems being added to networks, changes 

that are made to systems, and the discovery of new vulnerabilities 
over time.
The vulnerability management process can be broken down into 
the following four steps:
• Identifying Vulnerabilities
• Evaluating Vulnerabilities
• Treating Vulnerabilities
• Reporting Vulnerabilities
The Vulnerability Management solution consists of 2 components:
1. Vulnerability Manager
The Main Functionality of the Vulnerability Manager is to manage 
the Vulnerability Scan Engines. All scan data and vulnerability 
signatures are stored on the Vulnerability Manager and are updated 
regularly. The Vulnerability Manager is placed in the Management 
Zone along with the other security management servers/devices. 
The Vulnerability Manager can be accessed through a Web 
Console and all traffic between the Scan Engine and Vulnerability 
Manager shall be encrypted.
2. Vulnerability Scan Engine
The Vulnerability Scan Engines does not store any scan data. At 
the time of scanning, the Scan Rules are sent to the Scan Engines 
and the results are sent back immediately to the Vulnerability 
Manager. The results cannot not be stored on the Scan Engines.
For further information please contact 
infopsb@bh.yokogawa.com.

Mohammed Shoukat Ali
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STACK EMISSION MONITORING 
SERVICE SOLUTIONS
Yokogawa Abu Dhabi Analyzer Service team 
launched a customized solution for Stack 
Emission Monitoring Services to customers. 
This differs from the current Conventional 
Emission monitoring services in terms 
of energy optimization & improvements, 
pollution control agency, local authorities, 
air quality, efficiency and help operation & 
maintenance team to ensure performance 
of the system.
WHAT IS STACK EMISSION 
MONITORING?

Stack Emission Monitoring is essentially 
the monitoring of emission from stacks 
which are the emission points of a plant. 
By measuring the emission, ambient air 
quality can be monitored which ensures 
the compliance to emission norms of the 
specific environment control authorities. 
This type of monitoring is often carried out 
on thermal oxidizers, Incinerators and boiler 
stacks.
Stacks from boilers and industrial processes 
will carry pollutants such as SOx, NOx, CO, 
particles and other dusts and gases.  These 
can have a harmful effect on local air quality 
and for this reason such emissions are often 
regulated.  Typically, this regulation requires 
measurement of the concentration of these 
pollutants on a regular basis, often referred 
to as periodic stack emission monitoring.  
Even when such industries have 
Continuous Emission Monitoring System 
(CEMS) and Predictive Emission Monitoring 
Systems (PEMS) installed, it requires 
periodic verification of the integrity of 
installed Emission monitoring systems 
using portable monitoring systems.
WHY EMISSION MONITORING?
Emission monitoring is important for any 

energy system to attain three main goals 
(1) Safety - Combustion requires fuel and 
air (oxygen) and insufficient air causes fuel 
residue, resulting in incomplete combustion 
with soot and smoke
 (2) Efficiency - Excessive air causes 
problems, such as a larger amount of 
exhaust gas and heating of excessive air, 
resulting in lower fuel efficiency.
 (3) Support Environment- In case of an 
incomplete combustion environment is 
affected with pollutant gases. To support 
zero emissions the incomplete combustion 
should be avoided. 
YOKOGAWA SERVICE 
SOLUTIONS
Yokogawa Abudhabi team is currently 
supporting customers with maintenance 
of Continuous Emission Monitoring System 
of Yokogawa and various third-party 
Analyzers. 
With the solution we further enhanced our 
services to help customers for operation of 
energy systems with Safety, Efficiency and 
to support Environment. This was possible 
by adding Portable Emission Monitoring 
Services.
KEY FEATURES OF YOKOGAWA 
SERVICES
• Maintenance and cross verification of 

CEMS systems and Wet In-situ Oxygen 
analyzers with Portable Emission 
monitoring system ensures the integrity 
and reliability of Analyzers systems.

• We help our customers to optimize the 
combustion, to increase the efficiency 
and reduce the pollution by monitoring 
the flue gas. Expert service team monitors 
the stack emission at proper locations 
and recommend the improvements for 
optimization of energy systems.

• At customer’s interest, we can monitor 
the unburnt oxygen on the convection 
section of heaters up to temperatures 
of 1200 deg C. Hence fine-tuning of 
combustion and achieving highest 
efficiency is possible.

• Combustion efficiency analysis with high 

process temperature for various fuels 
and energy systems.

• Ensures monitoring with appropriate 
rugged instrument for analysis of 
pollutants such as CO, CO2, Nox, SO2 
and Oxygen with highest accuracy.

• With vast analyzer experience, Yokogawa 
team of experts not only limit the services 
to monitoring of emissions itself, but also 
support the CEMS system installation 
improvements and regular maintenance 
as well.

BENEFITS TO CUSTOMER
• Bundled services for CEMS Analyzer 

maintenance and portable monitoring 
which includes Yokogawa and third-party 
analyzers.

• By optimizing the energy system, fuel is 
saved and this leads to major cost saving 
to customer.

• Highest efficiency with regulated 
emissions.

• By Auditing the CEMS system at regular 
intervals, the safety of the plant is 
ensured.

For further information, please contact:
adservices@ae.yokogawa.com  or 
Response Centre Middle East & Africa 
(RCMA) rcma@bh.yokogawa.com
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 - Chidambara Sankaranarayanan

rcma@bh.yokogawa.com

+973-17358258 
800-1166610 (Saudi Toll Free)
800-96564292 (UAE Toll Free)

https://rcmeportal.bh.yokogawa.com

REGISTERNOW!

For latest training schedules and further information please visit 
https://www.yokogawa.com/bh/support/customer-training/

Yokogawa Services Saudi Arabia has signed 
Life Cycle Agreement with M/s Gulf Stabilizer 
company for a period of one year. This is 
just the beginning of the bond which will 
be strengthened over a period of time with 
continuous engagement. Yokogawa System 
was installed in GSI way-back in 2001. Even 
though Yokogawa did not have a maintenance 
contract in place, Yokogawa Service team 
of Saudi Arabia was continuously engaged 
with the customer extending support as and 
when required. The relation and support 
were nurtured and nourished over the years. 
M/s Gulf Stabilizer team realized the benefits 
reaped over the years through ADHOC 
Services and finally in 2020 signed a full-
fledged Life Cycle Agreement with Yokogawa 
Services Saudi Arabia. This illustrates the 
essence of continuous engagement and 
serving the customer for their needs.  

GSI Highlights:
M/s GSI is a joint venture company of Zamil 
Chemplast – Saudi Arabia’s leading industrial 
manufacturing Co. and AddivantTM (formerly 
Chemtura Corporation- USA) a Blue Holding 
II S.A.R.L – LU company, which is one of the 
world’s largest plastic additives and global 
specialty chemicals company. GSI is the only 
company in Middle East and African region to 
Manufacture specialty antioxidants for plastic 
industries. 
GSI plant is located at Jubail Industrial City 
& they manufacture industrial chemicals 

WIN-WIN Strategy with Gulf Stabilizer company:

comprising of antioxidants, polymer additives 
and non-dust blends.

Win-Win Strategy of Life Cycle 
Agreement:
• Yokogawa Services Saudi Arabia backed 

by a team of highly skilled and competent 
service work force are committed to provide 
timely and quality support required for 
safe, reliable and continuous operations of 
Yokogawa systems. By signing the Contract 
M/s GSI will reap the benefits of continuous 
engagement with Yokogawa team who will 
take care of the Control System. 

• Advice from OEM (Yokogawa) on system 
modification to enhance the performance of 
the system.

• Advice from OEM (Yokogawa) to maintain 
the spares stock at optimum level.

• Regular maintenance by OEM (Yokogawa) 

experts resulting in increase in Control 
System Life Cycle.

• Obsolescence Knowledge sharing by OEM 
(Yokogawa) enabling M/s GSI to plan the 
upgrade road map.

• Knowledge sharing by OEM (Yokogawa) 
Engineers with M/s GSI team thus enriching 
the skillset of GSI team.

• OEM (Yokogawa) engineer support enabling 
M/s GSI to maintain balance between 
Capital and Operational expenditure on their 
Control System.

• Ensuring increment in Plant Uptime with 
OEM (Yokogawa) support.

• Years of discussion on LCA proposal 
and benefits with GSI Management/
Maintenance team. In the past during 
Emergency situations, Yokogawa Services 
Saudi Arabia team supported the customer 
to resolve the issues.

• Yokogawa Services Saudi Arabia in the 
past submitted numerous modules of Life 
Cycle Agreement offering which did not 
sail through due to certain reasons. After 
understanding the requirement and the 
constraint, Yokogawa developed a Fit for 
Purpose module of Life Cycle Agreement to 
M/s GSI Team. 

• Fit for purpose Life Cycle Agreement 
proposal ensured that both Yokogawa & M/s 
GSI were in a Win-Win situation enabling the 
signing of the Life Cycle Agreement.

•	 Installed	Base	Details:
o Software- CS3000 with V-net Hardware
o FCS- 3 No’s
o HIS- 7 No’s


